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ABSTRACT

2005 IEEE Conference on Technologies for Homeland Security
Boston, MA April 26, 2005

A SENSOR AND COMMUNICATIONS SYSTEM
FOR CONTAINERIZED-CARGO SECURITY

A public/ptivate collaboration between federal, state, provincial, and local U.S. and Canadian governmental
organizations, called the Canada — United States Cargo Security Project has been formed, with the goal to
improve security of containerized cargo moving from overseas locations into eastern Canadian provinces and
the Northeastern United States. The current phase of this project has two technical objectives. These are: (1)
to build and test a prototype in-container sensor system able to detect unauthorized entry into the container
and the presence of radioactive material, to record geographical location and environmental data, and to
transmit this information via satellite communications to a remote monitoring facility, and (2) to develop a
secure website where data from the in-container sensors and other information will be displayed in real or near-
real time and can be made available to law enforcement and emergency response organizations as appropriate.
This paper will describe these activities, currently being undertaken by the Lawrence Livermore National
Laboratory. An additional goal of the project's current phase is to integrate multi-jurisdictional training and
first-responder exercises while monitoring and tracking container shipments from overseas to the US via
Canadian ports-of-entry into North America. This activity is being undertaken by other project partners, which
include the National Infrastructure Institute — Center for Infrastructure Expertise (NI2CIE), Transport
Canada, Canadian Provinces of Quebec and Nova Scotia, Ports of Halifax and Montreal, U.S. Coast Guard
(First Coast Guard District), States of New Hampshire, Maine, Vermont, and New York and the Port of
Portland.
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